Town of Wilton User Access Policy

Creating and deleting user accounts
Any changes to a user account will be communicated to the IT Consultant from the
Comptroller or Personnel Officer. Typically, this would occur during the new employee on-

boarding process or when a current employee terminates his or her employment with the

Town. The request to add or delete an account is doc ////,%f”'nted on the onboarding and
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termination forms, respectively, and these forms a%e/g/ﬁn personnel files.
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Dormant Accounts
A
Accounts that have not been used for a long tim//@uld allowé/z//f z:/gppropriate access by an
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unauthorized individual. The Depanmen//é/g/%/will review e>’<”7/”§}}mg accounts with the
Comptroller. The IT Consultant and Compt @;J;}//%Wlllannually revie @%@ounts to determine
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if they’ve been dormant. Accounts that are dee@ie.d dormaht will be de%éj

s &

G % ?
Unique User Names ' %//%///////@»
All user names are unique to the usergfgnsurmgé} ;an be appropriately restricted

and that activities can begraced to the snecific 7
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Users Should Have %ess Or%; . to Areas App_llcatlons and Network Necessary to
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Perform Thell Joo Dutiesih, 4 g, b
Limiting agei /9///’/1& ensue hat”on :

e N
netwolk and storeddata.
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Work Prod@/}//l/s the Propelzg/:/yc/)f the Town
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Any item save _,%}//ihe Town %}d/gwces becomes the property of the Town of Wilton. Files
should only be

. e,//;}%/eﬁd from;,:awn devices after Department Head review. Therefore, no
personal files should, .._ia/y

0
/Town devices.
Restricted Access

Users are restricted from using business equipment for personal use, as stated in the
Employee Handbook section 411, General Computer Usage Policy.
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